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1. Executive Summary 

This assessment provides a comprehensive privacy hardening of a Windows 11 Home (24H2) 

system. The objective is to reduce telemetry, tracking, background data collection, and cloud 

synchronization while maintaining system stability, usability, and core functionality. 

Microsoft Windows collects diagnostic data, personalization information, advertising identifiers, 

app activity, and search telemetry by default. This report documents the modifications made to 

enhance privacy, minimize unnecessary data sharing, and improve system control for the end 

user. 

The system remains fully functional with all essential applications, browsing capabilities, and 

services operating normally following the privacy adjustments. 

 

2. System Overview 

Device: Windows 11 Home 

Version: 24H2 

Device Type: Laptop 

User Focus: Privacy, reduced tracking, minimized cloud data usage 

Assessment Goal: Disable unnecessary data collection without impacting usability 

 

3. Initial Privacy Findings 

Before hardening, the system exhibited: 

• Default telemetry and diagnostic data collection enabled 

• Personalized ads, offers, and content recommendations active 

• Search history and highlights enabled 

• Multiple app permissions active unnecessarily 

• Background Store apps allowed to run 



• Startup apps active without user need 

• Browser privacy settings set to default (not optimal) 

• Microsoft sync options storing preferences in the cloud 

These findings align with standard Windows defaults and were successfully mitigated. 

 

4. Privacy Changes Implemented 

 

4.1 Diagnostics & Telemetry 

Actions taken: 

• Disabled optional diagnostic data collection 

• Turned off inking & typing personalization 

• Cleared all existing diagnostic data from Microsoft servers 



Screenshots: 

 



 

These changes reduce Microsoft’s telemetry footprint and limit behavioral data collection. 

 



4.2 Advertising & Personalization Settings 

Actions taken: 

• Turned off personalized offers and promotions 

• Disabled website language list access 

• Disabled Settings-based recommendations and promotional content 

• Disabled Start/Search improvement tracking 

• Disabled Advertising ID for behavioral ad personalization 

These adjustments significantly reduce targeted advertising and UI personalization tracking. 



Screenshots: 

 



 

 

4.3 Search History & Search Privacy 

Actions taken: 

• Disabled device Search History 

• Cleared previously stored search history 

• Disabled Search Highlights 

• Disabled cloud-based/search account integration 



• Minimized Windows telemetry tied to search personalization 

Screenshots: 

 



 

These settings prevent Microsoft from collecting and syncing user search behavior. 

 

4.4 App Permissions Review 

Permissions evaluated: 

• Location 



• Camera 

• Microphone 

• Contacts 

• Messaging / Call history (if present) 

• Additional sensitive categories 

Actions taken: 

• Disabled access for apps that do not require permissions 

• Ensured only trusted apps retained access 

• Limited visibility and background access of sensitive sensors 



Screenshots: 

 



 

This restricts data exposure to unnecessary applications. 

 

4.5 Background Apps & Startup Optimization 

Actions taken: 



• Disabled background permissions for non-essential Store/OEM apps 

• Disabled unnecessary startup programs to reduce hidden processes 

• Reduced the system’s background telemetry and data requests 

Screenshots: 



 



 



 



 

 

4.6 Browser Privacy (Microsoft Edge) 

Actions taken: 



• Tracking Prevention set to Strict 

• Enabled Microsoft Defender SmartScreen 

• Enabled blocking of potentially unwanted apps (PUA) 

• Reduced browsing-based tracking and content filtering issues 

Screenshots: 

 



 

 

4.7 Account & Sync Settings 

Actions taken: 

• Reviewed all Microsoft Account sync settings 

• Disabled unnecessary syncing of preferences & app settings 



• Limited cloud storage of user configuration data 

Screenshots: 

 



 

 

5. Results & Recommendations 

✔ Results 

After completing the privacy-hardening procedures: 

• System telemetry was significantly reduced 

• Personalized tracking and ads were disabled 

• Search and cloud-synced data collection was minimized 

• App permissions and background execution greatly restricted 

• Browser privacy enhanced 

• System performance remains stable and fully functional 

✔ Recommendations 

To maintain a strong privacy posture: 



1. Review permissions monthly 

New apps may request access to sensors or data. 

2. Keep Windows updated 

Some updates reintroduce default tracking behaviors. 

3. Review browser privacy extensions 

Consider adding uBlock Origin or DuckDuckGo Privacy Essentials. 

4. Avoid signing into unnecessary apps with Microsoft Account 

Reduces cloud syncing and personalized tracking. 

5. Perform annual security & privacy audits 

Especially after major Windows version updates. 

 


